
Bonneau, Preibusch

The Privacy Jungle
On The Market for Data Protection in Social Networks

Joseph Bonneau, Sören Preibusch

WEIS 2009 24th June 2009



Bonneau, Preibusch

Motivation
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www.oxyweb.co.uk/blog
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Research Questions
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ÁWhat does the global SN market look like?

ÁHow do market conditions impact privacy?

ÁDo SN operators compete on privacy?
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Methodology and Scope
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ÁSurvey of N=45 popular social networking sites

Á250+ criteria evaluated for each site

ŲGeneral Site Characteristics

ŲPrivacy Claims

ŲPrivacy Controls

ŲPrivacy Policies

ÁSynthetic scores for privacy, functionality
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Sample Coverage: Sites Included
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LinkedIn

XING

Viadeo

Last.fm

Flixster

Imeem

BuzzNet

ExperienceProject

Kaioo

Imbee

Classmates.com

myLife

Habbo

Gaia Online

CouchSurfingTwitter

General Purpose Niches

Facebook MySpace

hi5 Bebo

Orkut Friendster

LiveJournal SkyRock

NetLog Tagged

PerfSpot Live Spaces

meinVZ Multiply

Badoo Sonico

CyWorld Ning

Xanga MyYearbook

BlackPlanet Plaxo

MocoSpace Hyves

Impulse Yonja

Bahu Nexopia

Eons
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An Evolving Market

ÁMost sites very young:     median age 5.1 years

ÁNo established business model: 17 / 45 sites offer subscription

ÁWide diversity of features, privacy controls

ÁMany sites evolved from other initial purposes

All websites expand until users can add each other as friends.
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Competition

1. Google UK

2. Facebook

3. Google

4. YouTube

5. Yahoo!

6. Windows Live

7. BBC

8. eBay UK

9. MSN

10. Wikipedia

11. Blogger

12. Amazon UK

13. Bebo

14. MySpace

15. Twitter

16. Flickr
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Alexa Traffic Rankings, UK
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Globalisation
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PerfSpot (46 Languages)
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American Control
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